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0.-SCOPE

The scope of this document is to explain the Update Online (UOL) system. This means to explain how the
UOL SmartAir locks work, how they must be configured, which are the additional devices needed and how
they can be connected.
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1 SYSTEM ARCHITECTURE

The UOL locks are Mifare locks that can be connected through RF to the PC.

The hub is connected to the PC through an Ethernet connection using the UDP protocol and with the UOL
locks through RF.

The RF communication is 868 MHz and proprietary protocol. Information sent between devices is encrypted
with a proprietary protocol.

A PC can manage as many hubs as needed

A hub can manage up to 30 UOL locks in a range of around 30 meters in a close environment or up to 100
meters in an open space.

TCP/IP

|:| HUB1 HUB2

LOCK1 LOCK2 LOCK3 LOCK4 LOCK5 LOCK6 LOCK?7

The RF lock’s module can be in one of three states:

Switched off.

No communication.

Switched on.

High power consumption.

Automatically switches back to Always Sleep if more than 1 hour in this
state..

Always Sleep Manufacturing mode

Always Awake Initialization mode

Switched on every 5 seconds.
Normal power consumption
Communication will have a delay of approximately 8 seconds.

Table 1 RF functional Modes

Sleep/Awake Standard mode
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2 TS1000 UOL

2.1 Activate UOL licence
The Update Online functions are activated through TESA licence system.

This option must be activated during Data folder creation. It will only be available if the Proximity Mifare
technology is available in the installation.

System Setup g|
Metwork, Grant Hames Special Cardz
Gereral || F acility Operatars Levels Local PC

Facility code I:I

Reading Technologies

g ;PIME:. ) Prox 15693
agnetic
Prowinnity (&) Mifare

Update-on-Card [Read & Wwrite)
Automatic card updaters
Audit openingz
Modify locking plan

ze Update Online doors [IUOL) [ Automatically update UOL doors

Manage cabinet locks

Manage zafes

| X Cancdl | | K|

Figure 2-1 Activate Update Online system

If the “Automatically update UOL doors” option is checked, the system will check every defined period of
time (from 15 minutes to once a day) if any change in the UOL information is still pending to be sent.

This feature only works if the software is in the main screen or in the login/password screen.
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The new button “Wireless” is available when the Data has the “Use Update Online doors (UOL)” activated.

88 TS1000 Version 04.21 : Access Control

E Openings
@ Auditor

}1 Operators

Matrix
Cards E

PP,
DEMO Data

Figure 2-2 Installation with UOL activated
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2.2 UOL: New door type

Once this option has been activated, a new type of door “SmartAir UOL Lock” can be created in the Doors
screen:

Doors List |’-_||'E|E|
= Access Points
Sl 1 3in entrance Name |Main Enlianee |
By .
= I;”. Parking Group |.&ccess Paints W |
ice
:'J' Management Technaology Type < Smarthir UOL Lock \\Lb
M ark.eti
'l Shslis Requires Grant : V|

Open Time

[ High Traffic door

Wireless address
[ T oAdd ] [ % Delete ] [Bﬁeports] [ *  Apply ]

| B cory | | & Batch | | B Find | [ & Matiis | | o Close |

Figure 2-3 New technology type for doors
The only new parameter to be defined for this type of doors is the wireless address.
Doors that have this parameter empty or equal to 0.0.0.0 will not communicate through RF.

Once the locking plan has been defined, the Portable Programmer can be loaded with the list of UOL doors
data.

The wireless address can not be typed d, .it will be automatically filled up during locks initialization.
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2.3 Encode RF Initialization card

When manufactured, RF modules are in the “Always Sleep” mode. This means that they will not accept any
command from the PC.

An RF module must be in an “Always Awake” mode to be detected by a hub.

To change from the “Always Sleep” to the “Always Awake” mode we need a special card.

System Setup g|

General Sustem Facility Operators Levels Local PC
M etwiork, On-line Grant Mames

[ % Blocking Card

@ Init UOL Card

[ X Cancel | [ K|

Figure 2-4 Encode Init RF card
Press on the “Init UOL Card” button and the card will be encoded.

Important: If a lock has not been initialized with a system code and is working in the manufacturing mode,
the card encoded with a system code will not work.

24 Initialize UOL locks

With the Portable Programmer loaded with locks data, they can be initialized.

During this initialization, the wireless address of each UOL door will be collected in the portable programmer.
The wireless address will also be available through the test option of the portable programmer.

Once the doors have been initialized and the wireless address has been assigned, we will be able to send
the rest of the information through RF.
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2.5 Present “Init UOL card” to the locks

Once a door has been initialized, and without having to move to another door, the “Init UOL” card can be
presented to it.

If the card is valid, we will see a green light. The card will never open the lock.

This process will put RF modules in the “Always Awake” mode. This means that power consumption is high,
so we should change to the “Sleep/Awake” mode as soon as possible.

If this step is not done before 60 minutes, the RF module will automatically change back to the “Always
Sleep” mode.

We can check the state with the small led on the RF module. Now, it should be always on. This information
is also available through the “Test” menu in the PP.

It is recommended to do this process for some locks, for example those connected to a hub, or those located
in the same floor,...
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3 RF MEDIA CONFIGURATION

To configure the wireless media, we must run the WirelessTools program. This program is only needed
during installation setup.

3.1 Create the hubs

The first time this program is executed, the following message will be shown:

Warning D_<|

A There are no hubs connected to this PC

We must then add the hubs that will be managed through this PC.

# Wireless Tools Version 04.21 |:||§|g|
Hubs List
e ub 0248 196 210 ESIRWDT167
Inside hub 10.242.196.211 ESIRVD11E7
| add | | F Modiy | | X Delete | | = Iniie
Diagnostics| Hubs List |
Mduchivos da programatBorland\Delphi 2007 [va]\ProjectshT 5100040 ata

Figure 3-1 Add hubs controlled by this PC
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Click on the Add button and define a name for the hub and enter its IP address. All the hubs must have a
static IP address that must be assigned by the IT department.

Please confirm this information before initializing hubs to be sure that no clashes will happen in the network.

Hub Marne
Access Hub
TCR(IP Address
10 | |za4s | |19s | zio
I o 0K I ’ X cancel l

Figure 3-2 Hub: Define static IP

3.2 Initialize the hubs

Hubs are manufactured with default IP information. This Default Information is:

IP Address 192.168.1.10
Subnet Mask 255.255.255.0
Gateway 192.168.1.0

Table 2 Hub: Default IP information

To connect a hub to the network, we must first change the default IP to the one that will be used in the
network.

To do this we need an ethernet cross-cable, change the PC to be in the same subnet as the default hub and
then send the initialization information to the hub.

3.2.1 Reset hub’s configuration

To be sure that the hub is configured by default, the Reset buttons must be pressed while the hub is
switched ON and switched Off for 5 seconds. Look at this picture to see the reset buttons:
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This way, if the hub has been connected to another network, old parameters will be deleted.

Warning: This will also delete information about RFs that were connected to it, uplinks that are still not sent
to the PC, ...

SMARTAaIr UOL Functional Specification 12




ASSA ABLQY, the global leader
in door opening solutions

ASSA ABLOY

Change PC network configuration to default

Go to the LAN Network configuration properties and select the TCP/IP protocol:

-L Propiedades de Conexion de drea local E|E|

General |Autenticaci6n§ Opciones avanzadas |

Conectar usando:

i E8 Broadcom Met<treme 57xx Gigabit C |

Esta conexidn utiliza los siguientes elementas:

&

v

|
5 | &8 |

Frotocola TCPAP. El protocolo de red de area extensa

Dezcripcion
predeterminado que permite la comunicacion entre varias
redes conectadas entre si.

[ Mostrar icono en el drea de notificacion al conectarse

Matificarme cuando esta conexidn tenga conectividad limitada o
nula

Figure 3-3 Change PC TCP/IP configuration

Click on the properties button and change the PC IP address to the one in the default configuration. For
example:

Propiedades de Protocolo Internet (TCP/IP) |Eg|

General |

Puede hacer que la configuracion [P se asigne automaticamente si su
red ez compatible con este recurso. De lo contrario, necesita consultar
con el adminiztrador de la red cudl es la configuracion IP apropiada.

(O Obtener una direccidn IP automéaticamente

() Usar la siguiente direccidn IP:

Diteccién IP: [192 188 1 20|

Mascara de subred: [255. 255 . 255 0 |

Servidor DNS preferido: [ 246 80 & |

Servidor DNS altemative: [10 246 80 . 7 |

Figure 3-4 PC TCP/IP default configuration

Save this configuration and run the WirelessTools program.

Note: It is important to note current TCP/IP configuration before changing it! This configuration will be reset
later.
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3.2.2 Send new IP to the hub
Run the WirelessTools software, and select the Hubs List tab.

Click over the desired hub on the left list and then click on the “Initialize button”. The following screen will be
shown:

¥ Initialize Hub

Hub Mame
Inside hub

TCPJIP Address
10 zas | 198 | |21t
Subnet Mask
=5 | |z=5 | |zmz | o
Default Gateway

10 ||z48 | |19 | |z54

| o OK | [ x Zancel ]

Figure 3-5 Hub TCP/IP initialization screen

Change the subnet mask and default gateway parameters. The hub must be in the same subnet and have
the same gateway as the PC that will be connected to. This information is usually provided by the IT
department.

Click on the OK button. The ethernet parameters will be sent to the hub. After this, the hub will no longer
answer to the default parameters.

This information is not stored, so it may be important to keep it in case of having to change it again.

3.2.3 Change PC network to previous configuration

Go again to the LAN Network configuration properties and select the TCP/IP protocol.

Click on the properties button and change the PC IP address to the one that was previously defined.
Save this information.

To be sure that hub and PC are in the same network, a ping command can be sent in the Windows
command screen.

B C:\WWINDOWShsystem 3 2vemd.exe

Microsoft Windows XF [Uersion 5.1 .-.268@1
CC>» Copyright 198520081 Microsoft Corp.-

C:~Documents and Settings~vilaljul?ping 18 _248 _196 211

Haciendo ping au

Respuesta desde 2 tiempo<lim

Hezspuesta desde H tiempo<lm
Respuesta desde tiempo<lm
Respuesta desde tiempo<dim

Estadisticas de
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3.3

In the Wireless Tools program, go to the Diagnostics tab, select the hub we want to configure and click on
the “Search New RFs” button.

Search new RFs

*** Wireless Tools Version 04.21

CEX

a Start Diagnostics

Read RF List
—=x —
.r'li! Search Mew RFs
B e —

Hub RF Module Sighal State
Access Hub

Properties Communic. ..

€51
/| | & |

Inside hub

Diagnastics | Hubs List|

. Mrchivos de programatBorland\Delphi 2007 [w4]\ProjectshTS100040 ata

[ @sae | [ LEat |

Figure 3-6 Search for new RF modules
The hub will check the RF media for new modules. This process can take up to 20 seconds.

The new RFs will be added to the list below the hub. They will be in a grey line and marked as “Always
Awake” and “Not assigned”.

+ Wireless Tools Version 04.20

EBX

Hub RF Module Signal State Properties Cormmunic... . .
Hub 211 [FF 1.0] =) B Start Diagnostics
0014 48 Sleepituwake Aszzigned G(}
noi1s EE Sleeptunake Azzigned i
0013 B2 Sleepituwake Aszzigned @f{
0017 45 Sleeptunake Azzigned &
0.01.8 B4 Sleeptwake Agzigned 3
0019 E1 Sleepituwake Aszzigned 5
00111 5i4] Sleeptunake Azzigned i o
0.01.14 B4 Assigned [¢3] "I Search Mey
001.19 £9 Aszsigned )
00117 515 Sleepituwake Aszzigned @f{ l Q Add RF l
00118 E1 Sleeptunake Agzigned [
00110 v Always Awake Mot Azsigned @i}
|
PR _ ) _ |
Diagnostics ! Hubs List | Init Cards |
Data directory:  SSEsired 116750 atoshD atositec' T esa0fi_Local [V:, Messages] ’ {4 Save ] ’ o Esit ]

Figure 3-7 List of new detected RF modules
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3.4 Add RF module to the hub
Each RF module will be managed by a hub.
To include the RF module in the hub’s list, you must select it in the list and click on the “Add RF” button.

If it is correctly added, the properties column will change from “Not assigned” to “Assigned”

+ Wireless Tools Version 04.20

Hub RF Maodule Signal State Froperties Cammunic... . .
Hub 211 (RF 1.0) oy a Start Diagnostics
&)

0015 BE Sleepituwake Azsigned ¢} Ctop Diagh
|
J

0.01.4 48 Sleeptwake Azzigned

0013 B2 Sleap/tunake Azzigned &
0017 45 Sleepituwake Aszzigned (5]
0018 B4 Sleepituwake Aszzigned Qt}
noi1.s Bl Sleeptwake Assigned 9]
0ot 513} Sleepituwake Aszzigned Glf(
00114 b4 Sleep/tunake Azzigned [
0o1.19 B9 Sleepituwake Aszsigned 3
0011v 51 Sleeptwake Assigned &
00118 E1 Sleepituwake Aszzigned th(
00110 Fi Always Awake Mot Assigned (X}

Delete RF

Jo

Diagriostics | Hubs List | Init Cards|

Data directory:  \SEsired11674D atoshD atositechT esa0fi_Local [V:, Messages] [ BSave ] [ o Esit ]

Figure 3-8 Add RF module o the hub

If this RF module was assigned to another hub, the following message will be shown:

0.0.1.2:
@ This RF module is already assigned ko another hub !

Yes

The RF module must first be deleted from the previous hub and then added to the new one.
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3.5 Start the RF module

The RF module is now assigned to a hub but is still in the “Always Awake” state and therefore, its power
consumption is high.

To put the RF module in the standard way, we must select it and click on the “Start RF” button.

If it is correctly started, the State column will change form “Always Awake” to “Sleep/Awake” mode.

+ Wireless Tools Version 04.20 |:|[FE|FX|

Hub RF Maodule Signal State Froperties Cammunic... . .
Hub 211 (RF 1.0) =) a Start Diagnostics
0.0.1.4 48 ]

Sleeptwake Azzigned

0015 BB Sleepituwake Aszzigned } e T ;

0013 B2 Sleep/dwake Azsigned & .

0017 45 Sleepstuwake Azzigned (5] —

0018 B4 Sleepituwake Aszzigned Qt} = Bead FF List

0o1.g g1 Sleep/duwake Assigned 9] :

00111 ER Sleepituwake Aszzigned @f{

00114 B4 Sleeptunake Azzigned [5] search Mew R

L ooiis e ]S 3 i | &

00119 B9 Sleepituwake Aszzigned 3

0011v 51 Sleeptwake Assigned & &dd

00118 E1 Sleepituwake Aszzigned (5]

001.10 Fi Always Awake Mot Assigned i l Ia‘ H
- Delete RF

e

o~
N~

L/

Diagrostics | Hubs List | Init Cards|

Data directory:  \SEsired11674D atoshD atositechT esa0fi_Local [V:, Messages] [ BSave ] [ o Esit ]

Figure 3-9 Start RF module
Now, the RF module initialization process is finished.

To be sure that all the RF modules are correctly communicating with the PC, we can run the diagnostic. If
some of them are not communicating, we will see a yellow triangle.

% Wireless Tools Version 04.20 |T|r|:||&|
Hub RF Module Signal State Froperties Communic. .. T :
Hub 211 [RF 1.0) [ 2 SR
0.01.4 56 Sleeptwake Azzigned =
0015 513} Sleepituwake Aszzigned (=] = -
0013 71 Sleep/iwske  Assigned © B siebDinanostics
0017 T2 Sleepituwake Azzigned (=) ——
0018 B9 Sleepituwake Aszzigned (L‘_{
noi1.s 5id] Sleeptwake Assigned [
0ot B2 Sleepituwake Aszzigned (=)
00114 B4 Sleeptunake Azzigned i
00115 B0 Sleepituwake [
0.0.1.19 £3 Sleg (=]
lJo0ii7JB6 Sk - T
00118 1 Sleep/tunake X

Diagriostics | Hubs List | Init Cards|

[rata directory:  \MEzired] 16740 atoshD atositechTezalfi_Local S ave
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4 UOL

4.1 UOL Doors management

Diagnostic of wireless locks will only show doors managed by hubs connected to this PC.

Clicking on main screen’s wireless button the following screen appears:

B UOL Doors

) ) : Cloor MAC Addresz. Hub Signal Communication  Updated
el b 2ttRrLo Je 1| & |

| WL 03 0.0.1.4 Hub 211 [RF1.0] 45 (=

WL 04 0.0.15 Hub 211 [RF1.0] 65 (=1

| WOL 06 00.1.7 Hub 211 RF1.0] 71 [

| wOL 07 001.8 Hub 211 [RF1.0] €3 (=)

@ pdste | woOL 08 0.01.9 Hub 211 [RF1.0) 65 ©

| waL 10 0.0.1.11 Hub 211 [RF1.0) €D (et

= | WOL 11 0.0.1.13 Hub 211 [RF1.0) €7 (o

Y SetTime | woL13 0.0.1.14 Hub 211 [RF1.0) 64 (e

| woL 14 0.0.1.15 Hub 211 [RF1.0) 59 (i

== | waL 16 0.0.1.17 Hub 211 [RF1.0) 60 (et

@ Fiead openings | WOL 18 0.0.1.13 Hub 211 RF1.0) 63 =
= Open

Figure 4-1 Wireless screen before diagnostics
Each line corresponds to an UOL door with a not null address and connected to a hub managed by this PC.
The “Communication” column will be filled after trying to connect to the lock.

The “Updated” column indicates if the lock has all the information or if changes have been made in the
software and not still sent to the lock.

If we want to select more than one lock, we can click on the Ctrl key while selecting different rows.
If we want to select all the locks, we can click on the Ctrl + A key and all of them will be selected.
During the initialization process, it is recommended to Set Time all locks and then update all of them.

Those events should automatically refresh the “Openings” screen.
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The “Start Diagnostics” button sends a round of diagnostic commands to each module.

B UOL Doors |- |

. _ i Cioor MAC Address . Hub Signal Communication  Updated

E CIELLL ] | Hub211(RF10) [72 [ @& | &5 |
| wOL 03 0.0.1.4 Hub 211 [RF1.0) 51 [} x
wiL 04 0015 Hub 211 (RF1.0) &3 [ (03]
| wOL 05 0017 Hub 211 (RF1.0] 69 (= (053]
| wOL 07 0018 Hub 211 (RF1.0) 64 (= (6]
@ Update | wOL 08 0.0.13 Hub 211 [RF 1.0)  £7 [ (]
woL 10 0.0.1.11 Hub 211 (RF1.0) 63 [ ()
; WL 11 00118 Hub 211 (RF1.0) &3 [ i
"™ SetTime WL 13 00114 Hub 211 (RF1.0) &4 R ()
L WL 14 00115 Hub 211 (RF1.0) &8 i )
= WL 16 00117 Hub 211 (RF1.0) &9 (! )
@ Read openings | WwOL 18 00119 Hub 211 (RF1.0) &7 = =

== Open i

==> 00000113000165

Figure 4-2 Wireless screen after diagnostics

For the rest of the options, we must first select one or more and then:

+« Click on the “Update” button to send modified information to the lock. Locks marked with a red-cross
in the Update column indicate that their configuration (matrix, parameters, timetables) has been
modified and therefore they must be updated.

s Click on the “Set Time” button to adjust the lock’s clock with PC values. It is recommended after
battery changes.

% Click on the “Auditor” button to collect all the events form the lock’s memory. Usually this button is
not used because events arrive automatically to the PC.

+« Click on the “Open” button to remotely open a lock from the PC.
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4.2 TS1000 Management

Once the HUBs have been fitted to the locks, close Wireless Tools and run TS1000 application.

E Openings
@ Auditor

&¢ Operators

‘a Reports

Then, please access to the openings menu.and click on collect openings from PP.

B Qpenings Reports

(oLl ; - 4+
O Selection Q Filter . Callect Openings from PP
Date Time Door User Dperation
> N N

With this operation the MAC addresses of the locks are transferred automatically to the PC and then will be
marked in the doors menu of each Smartair Wireless door.

M Doors List EJ@ |

= OFFICE
- T OFRAICEN Name [wIRELESS |

(F'L] UFFICE 2 Graup |DFFIEE v|
3 Technology Type Smartdir UOL Lack v
=] f;lI.SD 1

S BACK
Open Time

igh Traffic daor

Wireless address 00523 v

[ Copy ] L@ Batch ] [ H Find ] EMalrix J Cloze
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UOL Address = Hub Signal

Communication  Updated

| Start Diagnostics

@ Update
@ Sel Time
E Auadit trail

[ R

Now, to start click on Start Diagnostic and then the communication will start.

Start Diagnostic: button to check the communication process

Stop diagnostic: button to stop the diagnostic process

Update: button to force the update process of the locking plan in the
Set time: button to check the time

Audit Trail: button to force the lock to get the audit trails

Open: button to open remotely the lock

Once, the Wireless lock has been updated from this menu the lock will be able to receive the openings from
the Smartair Wireless locks automatically in the openings menu with a delay of 5 seconds.
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5 Conclusions

This is the manual of the Start up of the manual of an update on Line Locks. Nevertheless, it is important to
take into account these points for the update On Line Functionality:

- These locks are Off Line locks which are able to be updated with Wireless technology. In case of having
a drop in the Wireless network the locks will work as Off Line and not as Update On Card. After the drop the
loss data will be sent again.

- Itis suggestable to initiliase the lock with the locking plan completed in the matrix( like an Off Line lock)

- With Update On Line Wireless Locks the Update On Card functionality disappears. It means that is no
necessary to have an updater in the system. Every change in the locking plan of the matrix is transferred to
the lock, so when we add, delete, modify an user this information will be transferred to the lock automatically
and then the user will have rights or not.
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